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Last updated: 19 December 2019 

In compliance with the requirements of the Data Protection Act 2019, we would like to secure your 
consent on the general use and sharing of data obtained from you in the course of your 
transaction(s) with Atlancis Technologies or from third parties representing your interests in the 
course of transacting with us. This data, which includes your personal information, may be 
collected, processed, stored, updated, or disclosed by Atlancis Technologies (i) for legitimate 
purposes, (ii) to implement transactions which you request, allow, or authorize, (iii) to offer and 
provide new or related products and services of Atlancis Technologiess or third parties, and (iv) to 
comply with Atlancis Technologies internal policies and its reporting obligations to governmental 
authorities under applicable laws. 

Your consent will allow Atlancis Technologies to collect, process, use, store, or disclose your data 
internally within the organization’s departments, to governmental authorities, and to third parties, 
as may be necessary. 
 

TERMS OF SERVICE between Atlancis Technologies (“we“ or “Atlancis”) and the customer who 
orders Atlancis’ services (“you” or “Customer”). These Terms of Service ("Terms") apply to your 
use of all of Atlancis' websites, products and services. Please read them carefully and let us know 
if you have any questions. 

By using our services, you expressly agree to be bound by these Terms. If you're using our services 
on behalf of an organization, you warrant and represent to us that you have the legal authority to 
bind that entity to this Agreement. 
 

THE AGREEMENT. Your use of Atlancis’ services is governed by these Terms of Service which 
includes the Country Specific Terms at Schedule 1, the Acceptable Use Policy, and the terms of 
your Order. Your Order may have additional terms that apply to the particular services in your 
Order. When we use the term “Agreement” in any of the Order, Terms of Service or Acceptable 
Use Policy we are referring collectively to all of them, including any product specific terms that 
apply to any of Atlancis services. Your use of Atlancis services includes the ability to enter into 
agreements and make purchases electronically. You acknowledge that your electronic assent 
constitutes your acceptance to the Agreement for each electronic purchase or transaction you 
enter. 
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1 Terms and Condictions 
 

1.1 Content 
All content on Atlancis online platforms is protected by intellectual property laws.  

 

1.2 Your Data  
Any data you upload on any Atlancis online platform is yours and yours alone. You give us 
permission to use that data solely to do what's necessary to provide our services, including storing, 
displaying, reproducing, and distributing that data. We will not sell your data to third parties, but 
we will from time to time use it for advertising purposes, only for products and services that are 
relevant to you. 
 

1.3 Our Rights 
We are always working to improve and make our services better, so we do reserve some rights. In 
our sole discretion, we may, at any time—with or without notice—change, eliminate or restrict 
access to our services, and modify, suspend, or terminate a user account. Atlancis is not liable for 
any damages as a result of these actions.   
 

1.4 Other Sites and Services 
Atlancis’ online platforms may contain links to websites, services, and advertisements that we 
neither own nor control. We do not endorse or assume responsibility for any third-party sites, 
information, materials, products, or services. 
 

1.5 Privacy 
Our Privacy Policy and Data Processing Addendum governs our collection and use of your personal 
information. Please review those provisions. 
 

1.6 Security 
We take the security of Atlancis’ online platforms very seriously. For more information about our 
security measures, see our Privacy Policy. 
 

1.7 Phone & SMS 
You will receive messages to verify your phone number and authenticate your login on some of 
our online platforms. Messages will come from +254 to customers with Kenyan phone numbers 
and from 10-digit numbers to customers with international numbers or in response to requests to 
resend the code. Message & data rates may apply.  
 

1.8 Copyright 
Atlancis copyright policy complies with the Kenya Copyright Board (KECOBO) Act. For more 
information, see our Copyright Policy. 
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1.9 Paid Accounts 
See additional terms related to Payments and Refunds. 
 

1.10 Cancellation 
Please refer to our Cancellation policy.  
 

1.11 Limitation of Liability 
To the fullest extent allowed by law, Atlancis shall not be liable for any indirect, incidental, special, 
consequential, or punitive damages, or any loss of profits or revenues, whether incurred directly or 
indirectly, or any loss of data, use, goodwill, or other intangible losses resulting from (A) your access 
to, use of, inability to access, or inability to use Atlancis’ Services; (B) any third party conduct or 
content on any of our online platforms, including any defamatory, offensive, or illegal conduct of 
third parties. 

1.12 Arbitration and Opt Out 
We'd like to resolve any disputes fairly and quickly. Toward that end, if you have any issue with 
Atlancis’ Services, please contact us and we will work with you in good faith to try to resolve the 
matter. 

If we can't solve the dispute informally, and if you are a resident of or have your principal place of 
business in Kenya, you and Atlancis agree to resolve any claim against each other through final and 
binding arbitration, including claims against Atlancis affiliates, officers, directors, employees and 
agents, and Atlancis affiliates' officers, directors, employees and agents. 

If you opt out of the arbitration agreement, or if the arbitration agreement is found to be 
unenforceable, or if you neither are a resident nor have a principal place of business in Kenya, you 
agree to resolve any claim you have with Atlancis exclusively in a Kenyan court located in the City 
and County of Nairobi, Kenya, and to submit to the personal jurisdiction of the courts located in 
the City and County of Nairobi, for purpose of litigating all such disputes. 

Nothing shall prevent either party from seeking injunctive or other equitable relief from the courts 
for matters related to data security, intellectual property, or unauthorized access to the services. 

To the extent permitted by law, you agree to file any claim you may have against Atlancis within 
one year after such claim arose. Otherwise, your claim is permanently barred. 

1.13 Governing Law and Jurisdiction 
These Terms will be governed and construed in accordance with Kenyan law and Kenyan Courts 
shall have jurisdiction. 

1.14 Entire Agreement 
These Terms, our Privacy Policy, and our Payment and Refunds page constitute the entire 
agreement between you and Atlancis. If any provision of these Terms is found to be unenforceable, 
the remaining provisions of these Terms will remain in full force and effect. 

1.15 No Waiver 
No waiver of any provision of these Terms shall be a further or continuing waiver of that term. 
Atlancis' failure to assert any right or provision under these Terms does not constitute a waiver of 
that right or provision. 
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1.16 Modification 
The Terms may be modified from time to time or amended to comply with any statutory, legislative 
and/or technical changes or to enhance and improve the Services offered by atlancis to its 
Customers. The date of the most recent revisions will always be at http://www.Atlancis.com/terms 
If we make changes that we believe will substantially alter your rights, we will notify you. You will 
agree to accept any changes or revisions to the Terms by continuing to use Atlancis’ Services. 

1.17 Contact 
We welcome all questions, concerns, and feedback you might have about these terms. If you have 
suggestions for us, let us know at legal@atlancis.com  

 

 

http://www.atlancis.com/terms
mailto:legal@atlancis.com
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2 Privacy and Data Protection Policy 
 

We value your business and we know your privacy is important to you. Accordingly, we have 
implemented this Privacy Notice which describes, how we collect and use personal information 
that you provide to us via our websites, Apps, or digital forms; what we do with the information 
collected; and how you can exercise your privacy rights. 

This Privacy Notice applies only to the information we collect in respect to your account and does 
not apply to the content that you store on any of our systems, including any personal information. 
Atlancis will not disclose, move, access or use customer content except as provided under Atlancis’ 
Services terms and conditions, and our data processing legal framework. 

 

2.1 What personal information do we collect? 
2.1.1 Information you provide to us 
When requesting to use any of Atlancis’ Services, we may ask you to provide personal information 
to us. For example, when you create a user account on any of our websites, we will ask you for 
your email address and to create a password. We may also ask for your phone number for purposes 
such as two-factor verification or for sending you service alerts. If you choose to sign up for any of 
our Services, we will ask you for billing information. At times we may ask for other information 
such as your name or the name of your company, KRA PIN and Physical address. 

During your interaction with Atlancis, you may choose to provide us with personal information 
when you email us, chat with us, answer a survey, comment on our blog, or communicate with us 
through social media services like LinkedIn, Twitter, Facebook or Instgram. 

2.1.2 Information that we collect automatically 
When you use any of our online Services, we may collect certain information automatically from 
and about your device. This includes data about your software, the operating system you use when 
accessing our service, your Internet Protocol address and the date and time of each request you 
make. In the event you use our cloud backup services, we will also receive information such as the 
names of external drives, file types transferred, and number and size of files transferred. 

Collecting this information enables us to better diagnose problems with our products, provide 
customer support more effectively, inform you about operating systems we no longer support as 
well as ensure the continuous functionality of our products. 

2.1.3 Information that we collect from third parties 
We may collect additional information about you from third parties primarily to assist us in 
understanding how we can maintain and improve the services we offer to better serve you. Third 
party tools that we use for this are from: Optimizely, which records a user's clicks and enables 
Atlancis to test different versions of its websites; HotJar, which is used to record where people 
move their mouse on key web pages; and Google Analytics which informs Atlancis about page 
visits which in turn allows us to decide if we need to update certain pages. SurveyMonkey, which 
Atlancis uses to distribute surveys, which users can voluntarily complete, will collect a user's IP 
address. 
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2.1.4 What we do with your personal information 
Under no circumstances do we rent, trade or share your address or e-mail address with any other 
company for their marketing purposes without your consent. We may use the information we 
collect through our products for a number of reasons, including to: 

i. Provide, operate, optimize and maintain our online platforms, products and services; 
ii. Understand how you use our products and customize your experience; 

iii. Set up online accounts; 
iv. Process, fulfill and provide any updates on online orders; 
v. Send you marketing communications we think you'll find valuable, where it is in accordance 

with your preferences; 
vi. Provide customer support via online chat services; deal with your online enquiries and 

requests sent by email; and provide you with information and access to resources or 
services that you have requested from us; 

vii. Improve the layout, navigation and content of our online products; 
viii. Identify any server problems or other IT or network issues; 

ix. Prevent abuse of the products and services we offer; and 
x. Carry out other legitimate business purposes, such as to improve our products and services, 

as well as other lawful purposes about which we will notify our users and clients. 
 

2.2 Email Communications 
From time to time, Atlancis will communicate with you via email. There are two types of email you 
may receive: 

a. Service Emails: These are service related emails such as confirmation of password change, 
expiration of credit card, or a reply to a support issue. You cannot opt out of receiving these 
messages as they are part of the service which Atlancis provides to you. You can manage 
certain Service Emails by signing in to your Account. To stop receiving all Service Emails, 
you must cancel the service and uninstall all Atlancis’ software from your devices. 

b. Marketing Emails: These will include Atlancis company news, tips-and-tricks, service 
promotions (e.g., refer-a-friend) and similar types of material. Upon creating an account on 
any of Atlancis online platforms, you will be able to manage your email preferences, 
including opting out of receiving all Marketing Emails. You will also be able to unsubscribe 
at any time by using the unsubscribe link provided in any given email. 

We will only process personal information in ways that are compatible with the purpose we 
collected it for or for the purposes you later authorise. Before we use your personal information 
for a purpose that is materially different than the purpose we collected it for or that you later 
authorised, we will provide you with the opportunity to opt-out. 
 

2.3 Who we share your information with 
We may share and disclose your personally identifiable information only in the limited 
circumstances described below: 

i. To vendors and other third party service providers who require access to your personal 
information to assist in providing and improving our products. The third parties that 
access and use your information only on our behalf include companies such as Payment 
aggregators iPay, Salesforce, Google Analytics, Freshbooks, Facebook, Twitter, Hubspot, 
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MailChimp, Plivo, Slack, SurveyMonkey, SendGrid, Twillio, and ZenDesk. For example, we 
partner with iPay and Safaricom to assist us in processing your payment; Mailchimp 
enables us to send you marketing emails, subject to your preferences; SendGrid is used 
to communicate service emails to you; Cloud and Safaricom are used to send SMS 
messages to you when you use our 2-factor authentication feature; and Atlancis Support 
is used to facilitate our customer support and online Chat service. 

ii. We may also disclose your information to third parties: (a) where required by law or 
regulatory requirement, court order or other judicial authorization, (b) in response to 
lawful requests by public authorities, including for the purposes of meeting national 
security and law enforcement requirements; (c) in connection with the sale, transfer, 
merger, bankruptcy, restructuring or other reorganization of a business; (d) to protect or 
defend our rights, interests or property, or that of third parties; (e) to investigate any 
wrongdoing in connection with our products and services; and (f) to protect the vital 
interests of an individual.  

2.4 To any other person with your consent 
If you use our services as part of a business, group, or organization where any of our online services 
was set up by an administrator, the administrator may be able to access and control your account. 
Refer to your organization's internal policies for more information. 

2.5 Legal basis for processing your personal information 
(Kenyan visitors/customers only) 

If you are a visitor/customer located in Kenya our legal basis for collecting and using the personal 
information described above will depend on the personal information concerned and the specific 
context in which we collect it. We will normally collect personal information from you only where 
we have your consent to do so, where we need the personal information to perform a contract 
with you, or where the processing is in our legitimate business interests. In some cases, we may 
also have a legal obligation to collect personal information from you. 

If we ask you to provide personal information to comply with a legal requirement or to enter into 
a contract with you, we will make this clear at the relevant time and advise you whether the 
provision of your personal information is mandatory or not (as well as of the possible consequences 
if you do not provide your personal information). Similarly, if we collect and use your personal 
information in reliance on our legitimate business interests, we will make clear to you at the 
relevant time what those legitimate business interests are. 

All of the data usage is in accordance with Kenya, Data Protection Act 2019. 

If you have questions about or need further information concerning the legal basis on which we 
collect and use your personal information, please contact us using the contact details provided 
under the ‘Contact' heading. 

2.6 Cookies and similar tracking technology 
Like all e-commerce websites we use cookies and similar tracking technology (collectively 
"Cookies") to collect and use personal information about you. For further information about the 
types of Cookies we and our partners' use, why and how you can control Cookies, please see our 
Cookie Statement. 
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2.7 International data transfers 
Your personal information is stored and processed by us in Kenya. Specifically, your personal and 
non-personal information will be transferred to our Cloud platform “Servernah Cloud” for storage 
and processing in Kenya.  

2.8 How we protect your information 
The security of your personal information is very important to us. 

When you enter personal information such as a credit card number on our website or via our App 
we encrypt that information using secure socket layer technology (SSL). For purchases made online 
with credit cards, we receive your credit card number in encrypted form, and transfer it to our 
credit card processor, iPay Africa, for processing. Our employees do not have access to this 
information. We do not store PIN data or 3-digit security codes. 

We use appropriate technical and organizational security measures to protect your personal 
information from loss, misuse, and unauthorized access, disclosure, alteration and destruction, 
both during transmission and once we receive it. However, no method of transmission over the 
Internet, or method of electronic storage, is 100% secure. Therefore we cannot guarantee its 
absolute security. 
 

2.9 Your data protection rights & choices 
In accordance with Kenya Data Protection Act 2019, sections 25 - 37,  you have the following 
rights: 

i. If you wish to access your personal information that Atlancis collects, you can do so at any 
time by contacting us using the contact details provided under ‘Contact us' heading. 

ii. You can correct, update or request deletion of your details in your Account by logging in to 
your Account. You can also contact us using the contact details provided under under 
‘Contact us' heading in order to request that your data is deleted. 

iii. If you are a resident of Kenya, you can object to processing of your personal information, 
ask us to restrict processing of your personal information or request portability of your 
personal information where it is technically possible. Again, you can exercise these rights 
by contacting us using the contact details below. 

iv. Similarly, if we have collected and processed your personal information with your consent, 
then you can withdraw your consent at any time. Withdrawing your consent will not affect 
the lawfulness of any processing we conducted prior to your withdrawal, nor will it affect 
processing of your personal information conducted in reliance on lawful processing 
grounds other than consent.  

v. You have the right to complain to a data protection authority about our collection and use 
of your personal information.  

vi. You have the right to opt-out of marketing communications we send you at any time. You 
can exercise this right by clicking on the “unsubscribe” link in the marketing e-mails we 
send you. Alternatively, please contact us at privacy@atlancis.com. Please include your 
complete name and e-mail address. Note that it may take up to 3 business days to remove 
you from our marketing lists and after this point you will still receive Service Emails from 
us. 

We respond to all requests we receive from individuals wishing to exercise their data protection 
rights in accordance with applicable data protection laws in Kenya. 

mailto:privacy@atlancis.com
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2.10 How we link to other websites 
Our Website contains links to third party websites and third party plug-ins (such as social media 
sharing buttons) operated by other companies. We are not responsible for the privacy practices of 
such other websites. We encourage you to be aware that when you leave our site you read the 
privacy notices of such other websites. This Privacy Notice applies solely to information collected 
by Atlancis. 

2.11 Data retention 
We will retain your personal information for the period necessary to fulfil the purposes outlined in 
this Privacy Notice unless a longer retention period is required or permitted by law, for legal, tax 
or regulatory reasons, or other lawful purposes. 

When we have no ongoing legitimate business need to process your personal information, we will 
either delete or anonymize it or, if this is not possible (for example, because your personal 
information has been stored in backup archives), then we will securely store your personal 
information and isolate it from any further processing until deletion is possible. 

2.12 Changes to our Privacy Notice 
Changes to this Privacy Notice will be made when required in response to changing legal, technical 
or business developments. When we update our Privacy Notice, we will take appropriate measures 
to inform you, consistent with the significance of the changes we make. We will obtain your 
consent to any material Privacy Notice changes if and where this is required by applicable data 
protection laws. 

 

You can see when this Privacy Notice was last updated by checking the “last updated” date 
displayed at the top of this Privacy Notice. The new Privacy Notice will apply to all current and 
past users of our websites and will replace any prior notices that are inconsistent with Kenyan Law. 
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3 Cancellation Policy 
 

Important You are responsible for the full subscription fee in the month in which you cancel any 
of Atlancis’ Services. If you cancel your subscription in August, you are responsible for August fees. 
Your subscription for that month remains active and fully functional until the end of that month. 
After the end of the month, your account will cease to work and you will not be charged again. It 
is not necessary to wait until the last day of the month to cancel your subscription.  

If you have any problems cancelling your subscription, please contact Our Customer Support Team.  

3.1 Term/Termination of Service Agreement  
 

a. Any Service Agreement between Atlancis and the Customer may be terminated;  
i. by either party by giving the other party thirty (30) days prior written notice (subject to an 

early cancellation fee payable by Customer as provided below), 
ii. by Atlancis in the event of nonpayment by Customer,  

iii. by Atlancis at any time, without notice, if, in Atlancis' sole and absolute discretion and/or 
judgment, Customer is in violation of any term or condition of the Agreement and related 
agreements, AUP, or Customer's use of the Services disrupts or, in Atlancis’ sole and 
absolute discretion and/or judgment, could disrupt, Atlancis‘ business operations. 

b. If you cancel a Service Agreement prior to the end of the Initial Term or any Term thereafter,  
i. you shall be obligated to pay all fees and charges accrued prior to the effectiveness of such 

cancellation, 
ii. Atlancis shall refund to you all pre-paid fees for the full months remaining after 

effectiveness of cancellation (i.e., no partial month fees shall be refunded), less any setup 
fees and any discount applied for prepayment,  

iii. Any cancellation request shall be effective thirty (30) days after receipt by Atlancis, unless 
a later date is specified in such a request.  
 

c. Atlancis may terminate a Service Agreement  
i. if the Services are prohibited by applicable law, or become impractical or unfeasible for any 

technical, legal or regulatory reason, by giving Customer as much prior notice as reasonably 
practicable or  

ii. immediately by giving written notice to Customer, if Atlancis determines in good faith that 
Customer's use of the Service or the Customer Content violates any term or condition. If 
Atlancis cancels a Service Agreement prior to the end of the Term for your breach of the 
Agreement and related agreements, the Customer's use of the Services disrupts, Atlancis 
shall not refund to you any fees paid in advance of such cancellation and you shall be 
obligated to pay all fees and charges accrued prior to the effectiveness of such cancellation; 
further, you shall be obligated to pay 100% of all charges for all Services for each month 
remaining in the Term and Atlancis shall have the right to charge you an administrative fee 
of $75. 

d. Upon termination of a Service Agreement for any cause or reason whatsoever, neither party 
shall have any further rights or obligations under the Agreement, except as expressly set forth 
herein. Termination of the Agreement and retention of prepaid fees and charges shall be in 
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addition to, and not be in lieu of, any other legal or equitable rights or remedies to which 
Atlancis may be entitled. 

3.2 Order Cancellation  
To cancel an order you have placed with Atlancis, you must contact customer support by email. 
Every effort will be made to accommodate the cancellation of your order as long as it has not yet 
been activated within 24hrs. 

When contacting customer support to cancel an order, please be ready to provide your name, the 
order number, and your contact information. 
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4 Payments and Refunds 
 

Last updated: 19 December 2019 

4.1 Free Quota  
Certain Services are provided to Customer without charge up to the Fee Threshold, as applicable. 

4.2 Online Billing - Prepaid 
Upon purchase of some Atlancis services, the Customer will be issued an electronic bill for all 
charges on the selected product(s) and offering for the duration selected (Month, Quarter, Full 
Year),  including, if any, the relevant Fees. Note that all payments will be processed through iPay, 
to ensure privacy and safety of your transaction details. Payment will require the use of a mobile 
for twofactor authentication.  

If Customer elects to sign up for a duration of 1 FULL-Year and to pay by credit card, debit card, or 
other non-invoiced form of payment, Atlancis will charge (and Customer will pay) all Fees at the 
start of each calendar month. If Customer elects to pay by invoice (and Atlancis agrees), all Fees 
are due as set forth in the invoice. Customer’s obligation to pay all Fees is non-cancellable. Atlancis’ 
measurement of Customer’s use of the Services is final. Atlancis has no obligation to provide 
multiple bills. Payments made via wire transfer must include the bank information provided by 
Atlancis.  

4.3 Charge Disputes 
If you have any dispute regarding charges to your account, you have 45 days from the date of the 
charge to dispute it. Please contact our customer support team regarding any questions concerning 
a charge.  

4.4 Customer Support 
If you have any questions about Atlancis’ Services payments and refunds or need a refund, please 
contact our customer support team. 
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5 Service Restrictions 
 

As a condition of your access to and use of Atlancis’ Services, you agree that you will comply with 
any and all applicable Kenyan laws and regulations, and will not engage in fraudulent or deceptive 
practices, when using any of the services. 

With respect to content made available via our various Services, you agree that you will not: 

You agree not to:  

I. Copy, reproduce, download, re-publish, sell, distribute or resell any Services or any 
information, text, images, graphics, video clips, sound, directories, files, databases or 
listings, etc made available via the Services (the “Content”); 

II. Without limiting the generality of the foregoing, copy, reproduce, download, compile or 
otherwise use any Content for the purposes of operating a business that competes with 
Atlancis Technologies Ltd., or otherwise commercially exploit the Content. Systematic 
retrieval of Content from the Services to create or compile, directly or indirectly, a 
collection, compilation, database or directory (whether through robots, spiders, automatic 
devices or manual processes) without written permission from Atlancis is prohibited; or 

III. Upload, post, make available, use, encourage, promote, facilitate the use or submission or 
copy, reproduce, download or compile any Content or materials 

a. that are defamatory, obscene, abusive, invasive of privacy, or offensive, including 
but not limited to content related to child pornography, bestiality, other types of 
illegal sexual content, and etc.; 

b. obtained from or via the Services for any purpose not expressly permitted in the 
Terms or the Additional Agreements; or 

c. that infringe or misappropriate the Intellectual Property Rights (as hereinafter 
defined) or proprietary rights of Atlancis or others in connection with your use of 
the Services. 

IV. Undertake any action to undermine the integrity of the computer or communication 
systems, network, software application, or networks and computing devices used in 
connection with the Services and/or any other User (each a “System”) nor to gain 
unauthorized access to any System; 

V. Monitor data or traffic on any System without the express permission of Atlancis; 
VI. Probe, test, or scan the vulnerability of any System or to breach any security or 

authentication measures used in connection thereto; 
VII. falsify your original, including the forging of TCP-IP packer headers, e-mail headers, or any 

part of any message describing its origin or route; or 
VIII. otherwise do any act or thing which, in the sole opinion of Atlancis, may undermine the 

security of any System. 

 

 

 

 

 


